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1 RECOGNIZING reports made by the UN Group of Governmental Experts (GGB) and the Open-
2 Ended Worlcing Group (OEWG) focused on responsible use of communication and information 
3 technologies regarding international security, and 
4 

5 NOTING that nations have become more reliant on technology for civilian and governmental 
6 infrastructure, and 
? 

8 ALARMED by the growing threat of malicious actions taigcting critical civilian infiastructurc 
9 such as power grids, health systems, and water supplies, and 

10 

11 RECOGNIZING that the digital divide causes developing nations to be more vulnerable to
12 cyber-attacks, which in tum affects international peace and security; 
13 

14 I) STRONGLY ENCOURAGES Member States to adopt and promote rcsponstble
15 cyberspace behavior as recommended by the UN OGE and OEWO;
16 

17 2) DEPLORES any cyber operations taigetcd towards critical civilian infrastructure
1 8 including, but not limited to energy, health, financial, and electoral systems;
19 

20 3) REQUESTS continuation of multilateral dialogue within relevant UN !oIWJJI to
21 strengthen governance of cyberspace, while respecting the sovereignty of 1tatcs.
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l Concerned about growing cyber attacks that threaten the safety and national security,
2
3 Recognizing that all nations have to work together to put a stop to cyber warfare, 

4 

5 1. Encourages a lot stronger national cybersecurity systems,

7 2. Supports sharing information on cyber threats between other countries,

8 

9 3. Calls for UN rules to prevent attacks on civilian stuff:

10 

11 4. Asks developed nations to help others improve cybersecurity defense,
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6 NOTING the effects of Resolution 1540 adopted by the Security Council in 2004, which are that 
7 all UN members are to refrain from assisting non-state actors that attempt to develop, use, or 
8 distribute chemical, biological, and or nuclear weapons, and 
9 

10 APPRECIATING the efforts of Resolution 2117, which focused upon the dangers of light and 
11 small arms and weaponry, and the Arms Trade Treaty which seeks to eradicate the distribution 
12 and use of illicit weapons, and 
13 
14 RECOGNIZING the Convention of Certain Conventional Weapons which seeks to prohibit 
15 excessively injurious or indiscriminate weapons, and allowing for the negotiations of new 
16 protocols on new emerging weapons, UN Secretary-General Ant6nio Guterres, who repeatedly 
17 called for the ban on autonomous weapon systems, and 
18 

19 

20 L. STRONGLY URGES action on the front of illicit trafficking of firearms across
21 national borders;

22 

23 2. RECOMMENDS stricter regulation of firearms and selling of weapons to extremist
24 groups in the Sahel region;
25 

26 3. REQUESTS assistance in the protection of state military weapon stockpiles from
27 extremist groups in the Sahel region;
28 

29 4. DEMANDS the ban on the development and use of fully automated weapon systems,
30 with regulations on the development and use of automated weapon systems.




































































