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Cyber Defense
n  �Major: 57 credit hours
n  �Minor: 21 credit hours
n  �Major/Minor GPA required  

for graduation: 2.25

PROGRAM REQUIREMENTS:
n  �Capstone: Practicum in Cyber Defense

Description of Major: Students in this major have 
the opportunity to gain knowledge and develop 
skills related to the protection of information and 
intellectual property in the public and private 
sectors. Courses align with the guidelines suggested 
by the National Initiative for Cybersecurity 
Education (NICE). The initiative focuses on securely 
provisioning, operating and maintaining, and 
overseeing and governing information technology 
systems and networks from a cyber-defense 
perspective to protect and defend information 
and intellectual property.

Student Learning Outcomes
Students will:
•  �Demonstrate understanding of the concepts and 

designs of secure information technology systems.
•  �Demonstrate understanding of the support, 

administration, and maintenance necessary 
to ensure effective and efficient defense of 
information and intellectual property.

•  �Demonstrate understanding of the leadership, 
management, direction, and development needed 
to advocate effectively for the cyber-defense needs 
of public and private organizations.

•  �Demonstrate the ability to analyze, identify, and 
mitigate threats to internal information technology 
systems and/or networks.

•  �Demonstrate an understanding of the process 
of evaluating and collecting data/information to 
develop useful cyber-defense intelligence.

Preparation: The major in cyber defense provides 
students the educational foundation to succeed 
in the ever-growing field of cyber defense. This 
major prepares students to work as analysts, 
investigators, consultants, and managers in public 
and private-sector organizations seeking to protect 
their sensitive information, intellectual property, 
and information technology systems and networks.

CYBER DEFENSE MAJOR	 57 crs.

BUSINESS CORE REQUIREMENTS	 39 crs.

ACC 205	� PRINCIPLES OF FINANCIAL 
ACCOUNTING	 3

ACC 230	� PRINCIPLES OF MANAGERIAL 
ACCOUNTING 	 3

ECO 211	 PRINCIPLES OF MICROECONOMICS	 3
ECO 212	 PRINCIPLES OF MACROECONOMICS	 3
BUS 303	 BUSINESS LAW I	 3
or
BUS 304	 BUSINESS LAW II	 3
BUS 324	� BUSINESS ETHICS AND CORPORATE 

SOCIAL RESPONSIBILITY (W)	 3
FIN 308	 PRINCIPLES OF BUSINESS FINANCE	 3
MTH 170	 STATISTICS	 3
BUS 310	� QUANTITATIVE ANALYSIS  

FOR BUSINESS DECISIONS	  3
MGT 204	 PRINCIPLES OF MANAGEMENT	 3
MKT 205	 PRINCIPLES OF MARKETING	 3
BUS 410	� MANAGEMENT INFORMATION  

SYSTEMS	 3
or
ACC 220	� ACCOUNTING INFORMATION  

SYSTEMS	 3
BUS 450 	 BUSINESS STRATEGY AND POLICY	 3
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CYBER DEFENSE  
MAJOR REQUIREMENTS	 18 crs.

BUS 350	� BASIC PROGRAMMING FOR  
BUSINESS AND CYBER DEFENSE 	 3

CBD 330	 INTRODUCTION TO CYBER DEFENSE	 3
CBD 332	 CYBER DEFENSE NETWORKING	 3
CBD 334	� LEGAL AND ETHICAL ENVIRONMENT  

OF CYBER DEFENSE (W)	 3
CBD 336	� CYBER RISK MANAGEMENT  

AND MITIGATION	 3
CBD 451	 PRACTICUM IN CYBER DEFENSE	 3

CYBER DEFENSE MINOR	 21 crs.

The minor in cyber defense is available to students 
in any major. To receive the minor, students must 
complete the required courses listed below.

BUS 350	� BASIC PROGRAMMING FOR  
BUSINESS AND CYBER DEFENSE	 3

BUS 410	� MANAGEMENT  
INFORMATION SYSTEMS	 3

CBD 330	 INTRODUCTION TO CYBER DEFENSE	 3
CBD 332	 CYBER DEFENSE NETWORKING	 3
CBD 334	� LEGAL AND ETHICAL ENVIRONMENT  

OF CYBER DEFENSE (W)	 3
CBD 336	� CYBER RISK MANAGEMENT  

AND MITIGATION	 3
MGT 204	 PRINCIPLES OF MANAGEMENT	 3
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Cyber Defense (CBD)

CBD 330		  3
INTRODUCTION TO CYBER DEFENSE
In this course, students learn the basic concepts, terminology, 
and technologies that comprise the field of cyber defense. 
Students in this course are introduced to topics such as risk/ 
threats in the cyber environment, threat assessment, cyber-
defense terminology, cyber-defense planning, and general 
cyber-defense management. 

CBD 332		  3
CYBER DEFENSE NETWORKING
Students in this course explore the fundamentals of 
network security and related topics. This course facilitates 
an understanding of the fundamentals of networking 
configurations and protocols, as well as threat and 
vulnerability recognition and mitigation from the perspective 
of the CIA triad: eavesdropping (confidentiality), man-in-the-
middle (integrity), and denial-of-service (availability). Students 
will also engage in applied learning to reinforce lectures and 
provide practical implementation experience. 

CBD 334		  3
LEGAL AND ETHICAL ENVIRONMENT 
OF CYBER DEFENSE (W)
In this course, students are exposed to the legal and ethical 
issues that relate to the field of cyber defense. In addition to 
learning about the laws and policies that shape and govern 
this field, students will also study topics such as General Data 
Protection Regulation (GDPR), the protection of information/ 
intellectual property, ethical hacking, and privacy concerns in 
public and private organization. 

CBD 336		  3
CYBER RISK MANAGEMENT AND MITIGATION
This course explores cyber defense from a risk-management 
perspective. Students focus on strategies for assessing risk, 
as well as for implementing effective and proactive risk-
management practices and risk-mitigation measures. Topics 
in this risk assessment include risk analysis, risk mitigation, 
risk management, networking components and Virtual Private 
Networks (VPN). Students will also learn about the resources 
and methods used for information assurance. The student will 
apply this knowledge to develop an assessment methodology 
and strategies for managing and mitigating risks in the 
cyber environment. 

CBD 451		  3
PRACTICUM IN CYBER DEFENSE
This is the capstone course for the major in cyber defense. 
This is an applied, lab-based class that provides students 
an opportunity to apply the knowledge they have learned 
in a simulated environment. They will assess and identify 
vulnerabilities, threats, and suspicious activity in information 
technology systems and networks; assess the implication 
of threats; and implement management and mitigation 
responses to protect and defend sensitive information and 
intellectual property. Prerequisite: BUS 350, CBD 330, 332, 334, 
CBD 336. 

CBD 470		  3-8
INTERNSHIP IN CYBER DEFENSE

https://www.mckendree.edu/admission/info/index.php
https://mckendree.elluciancrmrecruit.com/Apply/Account/Create?IsInquiry=True
https://www.mckendree.edu/admission/info/office/index.php
https://www.mckendree.edu/admission/info/office/visit/index.php
https://www.mckendree.edu/about/index.php
https://www.mckendree.edu

	Contents
	The University Mission
	Purposes
	The Tradition
	McKendree University
	The Curriculum
	Honor Societies
	Domestic Study and Travel
	Study Abroad
	Lyn Huxford Center  for Community Service

	Admission
	Financial Information
	Financial Aid
	Applying for Financial Aid
	Grants
	Loans
	Repeat/Delete
	Scholarships
	Satisfactory Academic  Progress Policy
	VA Pending Payment Compliance
	Tuition Refunds


	Student Services
	Holman Library
	Student Success  and Advising Center
	Disability Services
	Writing Center
	Career Services

	Academic Policies
	Academic Calendar
	Adding or Dropping Classes
	Additional Minor or  Major After Graduation
	Administrative  Withdrawal Policy
	Advising
	Attendance
	Auditing Courses
	Challenges to  Academic Decisions
	Class and Status
	Credit for Prior Learning
	Dean’s List and President’s List
	Declaration of Major
	Degrees Offered
	Email
	Family Educational  Rights and Privacy
	Foreign Language Requirements
	Grade Changes
	Grade Forgiveness
	Grading System
	Graduation Dates
	Honors at Graduation
	Illinois Articulation  Initiative (IAI)
	Independent  and Directed Study
	Individually Designed Minors
	Internships
	Interruption of Studies
	Maximum Course Load
	Permission to Register
	Probation,  Suspension, Dismissal
	Repeat/Delete
	Research Institutional  Review Board
	Residence Requirement
	Restrictions on Enrollment
	Second Degree
	Severe Weather Policy
	State Seal of Biliteracy Credit
	Students Transferring  from Another Institution
	Transfer of Credit
	Undergraduate Students Enrolled in Graduate  Level Credit
	Withdrawals
	Path to Graduation
	The McKendree Experience

	General Education Program
	General Education Areas of Study
	I.  DIVERSE PERSPECTIVES
	II.   PERSONAL AND  SOCIAL RESPONSIBILITY
	III.  EFFECTIVE COMMUNICATION


	College of Arts and Sciences
	Art (ART)
	Biology (BIO)
	Biopsychology (Bachelor of Arts)
	Biopsychology (Bachelor of Science)
	Chemistry (CHE)
	Clinical and Counseling Psychology (PSY)
	Creative Writing (ENG)
	Data Analytics
	Economics (ECO)
	English (ENG)
	Environmental Studies (ENS)
	Ethnic Studies
	Forensic Studies (FOR)
	Gender Studies
	History (HIS)
	3+3 Law Program
	Legal Studies
	Mathematics (MTH)
	Music (MUS)
	Music Education (MUED)
	Music Marketing (MUS/MKT)
	Occupational Therapy
	Philosophy (PHI)
	Political Science / International Relations (PSI)
	Pre-professional Studies
	Psychology (PSY)
	Religious Studies (REL)
	Sociology (SOC)
	Sport Psychology

	BBA/MBA 4+1 Option
	Supply Chain Management and Logistics (SCL)
	Sport Management (SPM)
	Marketing (MKT)
	Management (MGT)
	Leadership Studies (LDR)
	Human Resource Management (HRM)
	Healthcare Management (HCM)
	Entrepreneurship (ENT)
	Economics and Finance (ECO/FIN)
	Economics (ECO)
	Cyber Defense (CBD)
	Communication (COM)
	Business Administration (BUS)
	Accounting (ACC)
	School of  Education
	School of Education (EDU)
	Elementary Education
	Special Education/ Elementary Education Dual Licensure
	Middle School Education
	Secondary Education
	Educational Studies

	School of  Nursing  and  Health Professions
	Exercise Science and Sports Performance
	BS/MSAT 3+2 Option
	Health (HPE)
	Nursing (NSG)
	Physical Education (PED)

	Additional  Course and Program Offerings
	Aerospace Studies (AES)
	Army ROTC (MSC)
	Exploratory Studies
	Honors Program (HON)
	University Courses (UNI) 

	University Courses (UNI)
	Theatre (THE)
	Study Abroad (STA)
	Social Science (SSC)
	Sport Management (SPM)
	Special Education (SPE)
	Spanish (SPA)
	Sociology (SOC)
	Supply Chain Management and Logistics (SCL)
	Religious Studies (REL)
	Psychology (PSY)
	Political Science / International Relations (PSI)
	Physics (PHY)
	Philosophy (PHI)
	Nursing (NSG)
	Music (MUS)
	Music Lessons (MUL)
	Music Education (MUED)
	Music Ensembles (MUE)
	Mathematics (MTH)
	Army ROTC (MSC)
	Marketing (MKT)
	Management (MGT)
	Library (LIB)
	Legal Studies (LGS)
	Leadership Studies (LDR)
	Human Resource Management (HRM)
	Health (HPE)
	Honors Program (HON)
	History (HIS)
	Healthcare Management (HCM)
	Forensic Studies (FOR)
	Foreign Language Special Topics (FLS)
	Economics and Finance (ECO/FIN)
	Earth Science (ES)
	Entrepreneurship (ENT)
	Environmental Studies (ENS)
	English (ENG)
	Education (EDU)
	Endorsement in Reading (EDR)
	Economics (ECO)
	Computing (CSI)
	Communication (COM)
	Chemistry (CHE)
	Cyber Defense (CBD)
	Business Administration (BUS)
	Biology (BIO)
	Athletic Training (ATH)
	Art (ART)
	Aerospace Studies (AES)
	Accounting (ACC)
	Applied Behavioral Analysis (ABA)
	Physical Education (PED)
	Board and Administration
	Faculty
	Endowed Scholarships and Loan Funds
	MAJORS / MINORS / TRACKS / EMPHASES



